SOPHOS

Security made simple.

=R LY

MAETVEZR—| IRER N Lo

EAE—FR, BEREERS RN ARAARZAINRE T L, WEPEIE
NI EBEAXIE N LEREANER T REMES (dark web) ERVE RN RIAR
S5IhRE, LUR A RN E . F5E £, 91% BIMBH S M/aLaIHuE R
EE M —H B X T WEE T & B F B a8,

AR, Tl PRERNIRITIEFERMNE BRI E R, UK ERNE{ER TUARAHE.
5, BEEMSEILTED FRIBRAUSEI I G T, B IR =RIF—"1Z R R
MEPBWENERE K IHNRERAS 214 H B &N @ AR
NRITEGRER,



M2 LTI

BN ERNENENNESMWERITHEXBIVER IFRE AX—HEFHAEEEENE
WL, (BESKFR ERMERITERTENRMN L BEEZRNIE LA B SHREIE e
BENLEED FHBEET.

BREFEOS RBRBRITNIG, MEESEREMTAHNEREE . CEENIELE
ATEEEIRTE, FEE LBH AMIIREEBANENENES.

MENBEZE— JRER

£ 2016 &, WLHMEKREEMT, XERNNRENMEFBEHNMETI@EIRS
FREREMEHIBRSS PSR BMER R B RARRENINIREE, BAEHREE ZHthH A
HihSMEARER~ENSRERNG AL, 2016 FHRIN MEHRRHETTE  (year of

ransomware)o

EREERBEXABTBEN, NENEEMNBEREB Z ML ILIME 2013 F£= 2015
FHAE), AR B G REBEETEE — B D TN RIE N X = FEIRE—NETHA,
LHEWLHES M AL, ARESHEENERASFHRIARSE,

g, 2016 FHIFUIE. MEHBREHSEH IFLIEFR, MEESFEED, M AKX
REREHIRMBAE SR IS, SIEH B MR EE.fI40, 2016 £ 5 B 6 A
8], RERRRR (Brexit) IREBINHE MR SRB S BUFER ] MEXERRURET, RIE
EEEKE (IRS) & X BB LRI JLFEIN T 400%.

B4R 2015 - 2017 &

2016

Sophos HEZH 2017 F 4 B

91%

BIMLZ G E M —
HaXANENER
FERfFFIA

£ 2016 &, WEHENHEAIEE
7, XREANRLEINEH
BEHNMNENEEIRSERZE
W4 (dark web) BIBRSZFTISAL
B9, EEILCAR AR A TEh R T 5 o



M2 LTI

REERAE

REBMEBILFE D FHEAABMIEFERBRENBEIMRTIEREHR, 2T
EREIENRIEHHE I RBENE T EENENEEPATERT, W& BT,

B8, 89% HMEN BRI ERARICETN.ATMENEELN— ER, LR
BEELUHAEERBIRAN A NA R WAERN TFER S BEEERM. RUNEAERST B
Ak SSUUEINAE?

Hit, BEEMMREF AL T, BEMTENENIERS . WAHNEBEN, U —
R RE, 1B R TIEFHE N E I 55 B BB HFYR (BEC).

REMZEEMS

BEEILEHFRIEH Phone —HARIZIFASHARY, WRRI MM . FER
SNFEH— L HARE B2 —F, REEMENEX MU R,
B, B MRS BT,

MENBESRAAEBN—ARRARGEFES, BRADBRAGRIMKLFRES—
PBHBE M AL, NEPBEAHIEARZ B LUNRENSBENCIRA T £ TE, H A
WHERMPIFERFIE TRUHTEN A BRI SIS | BBF i WITZ A5,
k%

EMFFERXEEGD KA HEMRSBRATRNAR, 7B L Tmih s TURF e
B[EMN, EEREEEN), IHFEREREE WENEMAEE, ABHEENEMHFRR
M IENBESHNEAEEQSNENBRTRIEREFRE.

W BIARSS

EX L, NGHEEEEFBEENEBNAS S TERG A IEB TR IEARZEHIELR
SRR B RABNARS (as-a-service) MEMIEIE (pay-as-you-go) KRB R Z, WL
HBWE—F — WEERHEREZHN—RTIRS:

Sophos HEZH 2017 F 4 B

89%

MK E B HHR
BYICEE



I R

MRURMEIERSS — AP RF|RIL—MEAMKAHIES —KERENMLE R, HhaiE
RSN EENERURN A, RSEHEMEMNE—EZ RS
Al AR P BB G R E - D EMR A BNE S WL BB I —EF R, iE=
AT,

Create a malware

Ransom

Use "~ as decimal separaior

Multiplier

Multiplier (Days)

Satan B1ZR=M M — —1
TELRARSS, PILLIRIETE/L
DEAFLTE B 2R
FHFFIARZ Windows
A%,

MEEEIARS — RITRA P I HERAEMETIE R T, FASIKE S WL REt R EA
89 1P SREETE B E RIE R XA B F BRI ER, USRS EZN B FHHEHRS
_$¥o

Email Spam Service

Author Message

B BB AR SSSE R —
HEFHEAE ST E

BIN1E.

Sophos HEZH 2017 F 4 B 4



M2 LTI

XEERRSS TR HI BB EPBIFRURK (QIRIFTR), RAZEIE S ARBEI W0, A% S
FEP] LUK BB o

{FINESHBFIb G, ABMREFT 6 18

RLANEBOHE, XERBMERSAEE L GE B EARENE, Fltt(]s] UL E T
B FEHAEH AR BE,

mE, ITREHNEREN L KB D HEMEHE KPR TE, KNS @B FH
NREREEBIHEESHBFEMTSH 6 &

X MFTBIA R A I LR RES B IR, R METV BRI E E—NER I, HAFBED
2155 B8 FEBHFIR (EBC) Wiho X BB FI B W B —ME AT A, L& RS BE
SMERE L BARRY AHH

MEH &
14%

L2V B RV RIRIE

90 LR, ML BRSO RARIRTT B FEAHLE X B RABH . R R ARE N B T E TR
MBENMERN R R TNEHNE | NEBER BN KGR Ml KIREWNLS
NEMaXAPE, UNRITEIAES B FHIFR (REX AT B—ihER),

AMIRMLE &

HEREHEEZRBNZEX, FAREB @R TRFIAERS % mhERE P 2RI G,
AEVFRMNNERFER EANTIENAEMDIAEGER, UWEBHREUSF,

y BIEDAFEF

v BB HEEEMMER T RS
v RBREFIFFFENR

» BERAGEN AR, NENFEIE

Sophos HEZH 2017 F 4 B

LB FIE BB R T s
3R Verizon 2016 DBIR &

Experian BBFHF a2 AE NI
&, 2016 FHENE



M2 LTI

NETFLIX

Your Account Has Been Suspended
Dear Netflix,

We are sending this email to let you know that your credit card has been
expired. To update your account information, please visit Your Account.

-Your friends at Netflix
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N BN Pay for your TV licence - Message (HTML) .
&)
- Message

- :\g - 1( b1}

— —% |

Reply Reply Forward | Delete Moveto Other || Block | ot junk
to Al Folder - Adtions ~ || sender

»

‘“5‘5 H92 062 9 )¢ hanks for buying your TV Licence - Mes: L
@ - Message 5
Ot xR -

2y Related -
Categorize Follow Mark 25 Reply Reply Forward | Delcte Moveto Other || Block | | gtjunk | Categorize Follow Markas
° T Unread || 4 Seledt~ toAll Folder = Actions = || Sender - Up~ Unread || ki Select~

Respond Actions Junk E-mail ) Options ] Find Respond Adtions Junk E-mail o Options ] Find
From: TV Licensing sess— Sent: Tue3/7/201710:18  From: L — Sent: Fri 2/24/2017 10:07
To: - — —— To: — —
Cc ce
Subject: Pay for yeur TV licence. Subject: Thanks for buying your TV Licence
You're now covered to enjoy your favourite programmes. M You're now covered to enjoy your favourite programmes. 7

v Lcana

tiicensing.co.uk

tvioensing.0.uk

Dear Customer,

Dear Mrs
Pay for your TV Licence. Thanks for buying your TV Licence.
TV Licensing informs you of the need to buy a TV Licence ‘You're now covered up te the end of February 2018. 3

You need to be covered by a TV Licence vi i
iew Invoice [>] . . -
to watch or record live TV programmes Please keep this email safe, as it tells you
on any channel, or to download or watch how to update your licence details. If you

any BBC programmes on iPlayer - live, ever need to change anything, just sign in

catch up or on demand. to your licence. Then you can:

This applies to any device and provider Your TV Licence details: Your TV Licence details: I
you use, including a TV, desktop U N * update your contact details, Licence number:

icence number: - .
computer, laptop, mobile phone, tablet, + tell us you've moved home, or

games console, digital box or DVD/Blu- Licence expiry date: 09 March 2017 I « print or download your licence. e AT igf;hmm

ray/VHS recorder. s . .
Thanks again. Your licence fee helps keep urmame on ficence:
your old favourites on air, and bring new

.. favourites to life.

In the UK
we spend almost [ ]

aweek watching
In the UK
we spend almost
! aweek Watching
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